



ABSTRACT
The internet is becoming a more and more popular medium for people to carry outtheir shopping on; this shopping covers everything from groceries to large electronic goods and even cars. As the number of people shopping on the internet grows so doesthe number of businesses that move into eCommerce also grows. Along with these there is also substantial growth in the areas of credit card fraud and identity theft, bythe very nature of it the internet is a worldwide public network with thousands of millions of users. Amongst these thousands of millions of users there is a percentage of those that are described as crackers or hackers, it is these people that carry out thecredit card fraud and identity theft, there are numerous ways in which they do this andmany of these methods are facilitated with poor security on eCommerce web servers and in users computers. This project investigates these security threats and demonstrates some aspects of security that can be applied to these websites.















ACKNOWLEDGMENT
At first, I would like to thank and express my gratitude and gratefulness to all our professors and lecturers, for their continual guidance and suggestions along with precious ideas. It is with their timely feedback and support that I have been able to bring this report to its final form.
I would also like to express my gratitude to our principal, Er. Mahendra Bahadur Gurung for his intimate support and motivation. I would also like to express sincere thanks and hearty gratitude to Er. Rishi Raj Dahal, and Mr. Bimal Sharma, Himalayan Institute of Science & Technology, GairiGaun, Kathmandu, Nepal, for their continual encouragement and guidance for the completion of this report. 
I am highly obliged to all my friends and colleagues for extending their helpful hands during my work whenever I needed. 















TABLE OF CONTENTS

CHAPTER - 1
Introduction………………………………………………..……………. 1-3
1.1 Background…………………………….……………....1
1.2 Aims &Objective……………………………………....2
1.3 Research……………………………………………..…3
CHAPTER - 2
Literature Review ……………………….…………..…………………3-21
2.1What is Web Security?......………….…….…………………3
2.2Document Confidentiality…….……………………………..5
2.3Risks &Threats to eCommerce Sites……….………………..4
2.4 Solutions to eCommerce Security Risks……….………..…12
2.5 Security for Transactions……………………..………..…..17
CHAPTER 3
[bookmark: _GoBack]Review of Related Work .…………………………………………....22-25
3.1 Introduction…………………………………………………22
3.2 Problems that eCommerce Sites Face……………………....23
CHAPTER 4
Basic eCommerce Security Principles…………..………………..26-33
	4.1 Security Criteria……………………………………………..27
	4.2 eCommerce Merchant Security Education & Planning……..30
	
CHAPTER 5
Conclusions…………………………………………………………..34-35

LIST OF FIGURES
Figure 1: Symmetric key encryption.………………………………….….12
Figure 2: Asymmetric key encryption ..…………………………………..15
Figure 3: Digital Signature……………………………………………...…16
Figure 4: SSL Handshake………………………………………………….19
Figure 5: SET Process………………………………………………….….20






ii

